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Cisco SD-WAN REST API.

Cisco SD-WAN vManage provides a REST APl interface and its functionality over REST API. The REST API

documentation for cisco vManage can be found at the following link:

https://sdwan-docs.cisco.com/Product Documentation/Command Reference/Command Reference/vManage REST APIs

A Swagger based documentation is also provided at the following URL:

https://30.0.0.100:8443/apidocs

This documentation gives you the option of interacting with the APl and to see figw

APl is organized.

st secure | 30.0.0.100:8443 /apidocs/#!/Device_inventory - Device/getDevicesDetails

o HIET Il DETVET T

| Try it outs

Request URL

https://30.0.0.100:8443/dataservice/system/device/vedges

Response Body

{
“"header™: {
"generatedon": 1502406580230,
"viewkeys": { /
"uniquexKey": [].
“preferenceKkey": "grid-vedgeList"
Y.
"columns®™: [
{
"tictle*: “State”,
“property"”: "vedgeCertificate! a'
"display™: "iconAndToolT{
“iconProperty”: “vedg te
"toolTipProperty™: " teState”,
‘
Respon,

200

ntrol”™: "no-cache, no-store, must-revalidate”,
ion*: “keep-alive”,

(—en:nding“: "gzip“,

tent-type”: “application/json”,

“date”: "wed, 17 Jun 2028 15:00:40 GMT",

ragma”: "no-cache”,

Strict-transport-security": "max-age=31536000; includeSubDomains"
"transfer-encoding”: "chunked®,

“vary®: 'ﬁccept-sncodlna“.

"x-content-type-options®: "nosniff®,
“x-frame-options”: “DENY",

"x-xss-protection”™: "1; mode=block™
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Step 1: Exploring Swagger Interface

Explore the API by trying out some REST calls in the swagger interface. The username is admin and
password is admin.

Monitoring - Device Details

‘ @
try out the GET call for the /device endpoint that can be found under Monitoring - Device D, K\

tsecure | 30.0.0.100:8443/apidocs/ ¢
Monitorlng - Device Details Show/Hide  List Op&iions andiibperations  Raw
IESl /cato/devicesstates(state_data_type} < device state data
2l /¢ate/cevicesstatesistate_data_typey/query ¢ e device state data fileds
- /data/device/state/{state_data_type}/fields K\ Retrieve device state data fileds
_ /device/status Retrieve device status
- /device/unreachable Retriegadizt o¥igreachable devices of type vedge. vsmart, or vbond
_ /device/hardwarehealth/summary Retrieve hardware health summary
_ /device/config/html Retrieve device running configuration in HTML
m Idevlcefsynralumemotydb Synchronize memaory database for all devices
- /device/sync_status Retrieve list of currently syncing devices
_ /device/reachable / Retrieve list of reachable devices
- /device/hardwarehealth/detail Retrieve detailed hardware heaith
B2l /devicevedgeinventory/detail Betrieye Betelied VEdee ey
- /device/vedgeinventory/summary Retrieve vEdge inventory
_ /device/keyvalue Retrieve all device monitoring details of the devices present in the system as key value
- /device/tlocutil Retrieve TLOC list
_ /devicertloc Retrieve TLOC status
_ /devicest I/de Retrieve detailed TLOC list
- Retrieve synchronized queue information
_ Retrieve synchronized queue information

Delete unreachable device

Enable/Disable SDAVC on device

Retrieve list of all devices

Click on /devices

the output will be as below
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it secure | 30.0.0.100:8443/apidocs/#!/Monitoring_-_Device_Details/listAllDevices

2l /devicerenablesDAVC/(devicelP)/{enable}

- /device

Implementation Notes
Retrieve list of all devices

Response Class (Status )

Model Schema

Response Content Type [application/json v |
Response Messages

HTTP Status Code Reasan

200 Success

400 Bad Request

493 Forbidden

500 Internal Server Error
| Try it out! |

Bl /devicermodeis/quuid)

- /device/models

Click on Try it out

You will see request UR

Eervice/device

the follo outt
Re eco 00 means success.

T pufwill be in JSON format as seen below:
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Response Model

4

Enable/Disable SDAVC on device

Retrieve list of all devices

Retrieve the device model for the device

Retrieve all device models that are supported by the vManage along with its details

for Rest API call to get devices details

t shows the Response Body and Response Header received for this request.
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secure | 30.0.0.100:8443/apidocs/#!/Monitoring_-_Device_Details/listAllDevices

Request URL

https://30.90.0.100:8443/dataservice/device

Response Body

{
"header™: {
"generatedon™: 1592409892333,
"viewkeys": {
"uniqueKey"”: [
"system-ip"
1.
"preferencekey”: "“grid-Device"
|
"columns™: [
3
“title”: “Hostname"™,
"property®™: "host-name®,
"display™: "iconAndText",
"iconProperty”: "device-type”,
"hideable®: false,
"icon": [
{
"key®: “"wvmanage",
“value®”: “images/vmanage_table.png”

Response Code

200

Response Headers

&
"cache-control®: “no-cache, no-store, must-revalidate®,
"connection™: "keep-alive",
mcontent-encoding” : 'gz.lp".
“content-type”: “application/json”™,
"date”: "wed, 17 Jun 2020 16:04:52 GMT",
“pragma®: “no-cache”,
“strict-transport-security”: "max-age=31536600; includeSubDomains",
"transfer - ing™: "ch .
“vary": 'Al:cant-Encodl.ng“,
"x-.content-type-options”: "nosniff"®,
“x-frame-options”: "DENY",
) "x-xss-protection”: "1; mode=block"™

(\e\\b

We can see that the output{ call¥s verbose and contains a lot of useful information.

&&°
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Monitoring - Device Config

try out the GET call for the /device config that can be found under Monitoring — Device Details.

t secure | 30.0.0.100:8443/apidocs/#!/Monitoring_- Device_Details/getDeviceRunningConfig !

- /device/config Retrieve device running configurat
Implementation Notes
Retrieve device running configuration
Parameters
Parameter Value Description Parameter Type Data Type

deviceld (required) | DeviceID query array(

Response Messages

HTTP Status Code Reason Response Model
200 Success ’
400 Bad Request Model Schema \
{
“error®: {
“message”: *~
“details®: =",
“code™:
}
}
483 Forbidden
500 Internal Server Error " Model

{
“error®: {

"message” : x
/ “"details™: "7,
~code™: **
}
}

[ Try xou |
For the deviceld parameter givéthe i ress of device that we want to monitor.
We will use IP address o anage device to monitor its configuration.
In this examplegte wijll web browser to send rest api get request.

Type follgffing reQlest on your browser

ht 30.0.0900:8443/dataservice/device/config?deviceld=123.123.123.123
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€ —-> C A Notsecure | 30.0.0.100:8443/dataservice/device/config?deviceld=123.123.123.123

system
host-name vmanage
system-ip 123.123.123.123
site-id 123
admin-tech-on-failure
organization-name rstforum
vbond 260.0.3.200
aaa
auth-order local radius tacacs

userEroup basic
task system read write

task interface read write TS
]

ﬁsergruup netadmin
1

usergroup nperatnr
task system read
task interface read
task policy read
task routing read
task security read
1

usergroup tenantadmin
!

user admin
password $6$1EedTgAXN.dbFvIP$PPKraQQxwgnNScLfo,.oTRVj/VIHnr771LDLFbmgDSBydX9e/TKVjTY4tI2i h eJP8.VYHzBqlE/
1
. g
logging
disk
enable
]
!
!
vpn ©
interface ethl
ip address 200.8.5.123/24

tunnel-interface
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun
allow-service https

1
no shutdown /
1

ip route 0.0.0.0/0 200.0.5.10
!

vpn 512
interface ethe
ip address 30.0.0.100/24
no shutdown

!
!
section We can see that :if <Eut of this call is verbose and contains a lot of useful information.
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