Routing
Switching
Tigers
Forum

NAT

|| || \ www.rstforum.net



10.0.0.1- 10.0.0.2
Dfg: 10.0.0.10 Dfg:10.0.0.10

ll]]| www.rstforum.net

10.0.0.3
Dfg: 10.0.0.10



Standard Access

t
Blocking Pm‘@&‘d

Unassi

ISP

(Data [ 10001160001 | RRR [ 55
200.0. 0 1 0

s
@ 10.0.0.1 10.0.0.2 10.0.0.3
Dfg: 10.0.0.10 Dfg: 10.0.0.10 Dfg: 10.0.0.10

ll]]| www.rstforum.net

—




e

———

SSS

s (200001 [ 0001wt | 555 JDRE RN

NAT: Overload NAT

'
06

(

*

[—

AAA

10.0.0.1 10.0.0.2 10.0.0.3
Dfg: 10.0.0.10 Dfg: 10.0.0.10 Dfg: 10.0.0.10

ll]]| www.rstforum.net



—_— NAT: Overload NAT
- NAT: Static NAT

100.0.0.100

100.0.0.1 100.0.0.2 100.0.0.3
Dfg: 100.0.0.10 Dfg: 100.0.0.10 Dfg: 100.0.0.10

LIl www.rstforum.net



- -

ISP

- p
o

SSS

CIEDNENEIESE|

b

O ETR TR 2ogen

Data | 100001 [ 80.0.0.1 | AAA | RRR P = MEISNANLEIAL]
Data | 100001 | 800.0.1 | AdA | RER G -

XS HPYYRERIER 180D.0.10 NAT: Dynamic NAT

ol

Dy‘a ic IP Pool
0000.0.1 - 200.0.0.255

100.0.0.100

100.0.0.1 100.0.0.2 100.0.0.3
Dfg: 100.0.0.10 Dfg: 100.0.0.10 Dfg: 100.0.0.10

ll]]| www.rstforum.net



Translating Inside Local Addresses ,&

Inside

03] 0»
> 172.20.7.3
11921 y,
Internet
.

(2 ) NAT table

Inside Local Inside Global
IP Address IP Address

10.1.1.3 192.168.2.4
10.1.1.2 192.168.2.3

k10.1.1.1 192.168.2.2 /
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Static NAT Configuration

ip nat inside source static 10.1.1.1 1929168.92
|

v

interface EthernetO This interface
ip address 10.1.1.10 255.25525%.0 connected to
ip nat inside == the inside

! network.

interface Seriall o
ip address 172.15.2%/255.255.255.0 NS interface

ip nat outsidle == connected to
| the outside

world.

Maps the inside local address to the inside global address.
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Dynamic NAT Configuration

—® ip nat pool dyn-nat 192.168.2.1 192.168.2 854
netmask 255.255.255.0

ip nat inside source list 1 pool dyfnat
|

interface EthernetO This i ;
—e ip address 10.1.1.10,255. 745.28%.0 [ Meriace
ip nat inside - the inside

! network.

interface Serial® o
ip address #2271 255.255.255.0 Thisinterface

. . connected to
-
'1p nat o@mtside the outside

: world.
acesHPplist 1 permit 10.1.1.0 0.0.0.255

Translate between inside hosts addressed from 10.1.1.0/24 to the
globally unique 192.168.2.0/24 network.
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Configuring Inside Global Address
Overloading

ip nat pool ovrld-nat 192.168.2.1 192.168.
255.255.255.0 type rotary

1p nat 1nside source list 1 pool o erload
|

interface Ethernet0/0

1p address 10.1.1.10 255

1p nat inside

|

interface Serlal ‘

1p address 255.255.255.0

permit 10.1.1.0 0.0.0.255
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Overloading Inside Global Addressek

Inside

h

10.1.1.3

s
:

10.1.1.2

S

Host B
172.20.7.3

, O
S
192.168.2.2

@ NAT table

Host C
172.21.7.3

Inside Local IP
Address: Port

Inside Global IP
Address: Port

~N

Outside Global
IP Address: Port

TCP
\_ TCP

10.1.1.3:1723

10.1.1.2:1723
10.1.1.1:1024

192.168.2.2:1492

192.168.2.2:1723
192.168.2.2:1024

172.21.7.3:23

172.21.7.3:23
172.20.7.3:23 )
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